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an investigation may take several 
forms: senior management learns that 
investigators contacted an employee; 
corporate headquarters receives a subpoena 
for documents; or employees receive 
subpoenas for grand jury testimony. 

The initial hours and days after an 
organization learns of an investigation 
are critical. The following steps will 
facilitate an organization’s effective 
response to a government investigation. 

Preliminary Considerations to 
Facilitate Interactions with  
Government Investigators 

First, a foundational and critical 
point: there is an absolute duty to be 
truthful with law enforcement, both 
during initial conversations and all 
interactions thereafter. Failure to do 
so could lead to criminal charges, 
enhanced scrutiny, and other unintended 
consequences. 

Second, investigative procedures 
vary significantly depending on 
whether the investigating agency is 
administrative, has criminal authority, 
or is empowered by a state or federal 
grand jury. For example, an information 
request from an administrative agency 
has different implications than a state 
grand jury subpoena for witness 
testimony or documents. Gathering as 
much information as possible about 
the entity conducting the investigation 
is critical, as well as ensuring that 
legal counsel is familiar with the 
arena in which the investigation is 
taking place. 

Third, it is important to understand 
that investigators do not have to give 
you information about the investiga-
tion. While federal prosecutors are 
generally required to provide certain 
information about an individual’s status 
(i.e., if they are a target of the 
investigation), state prosecutors are 
not subject to the same requirements. 
If you are dealing with a prosecutorial 
agency (such as an Office of Attorney 
General or a U.S. Attorney’s Office), 
ensure that you know what information 
you are entitled to before interacting 
with investigators. 

Four Key Steps for An Effective 
Response  

1. Issue an investigative hold notice 
to ensure that documents subject to 
the investigation are not inadvertently 
destroyed or altered. This is an important 
first step even in advance of a government 
request for documents. 

2. Designate an internal team to 
respond and communicate about the 
investigation. The team should be 
limited to those who “need to know.” 
This ensures that the investigation 
remains confidential and that external 
communications can be crafted to 
minimize the potential for reputational 
harm. 

3. Identify employees who may 
need independent counsel. To the 
extent possible, identify outside counsel 
and iron out retention agreements 
prior to any investigator request to 
meet with or interview employees. If 
the organization intends to retain its 
own outside counsel to conduct an 
internal investigation regarding the 
matter, it may be important to have 

outside counsel present for internal 
interviews as well. Once outside counsel 
is secured, consider the possibility of 
a joint-defense agreement among the 
various represented parties. These 
agreements may facilitate the sharing 
of information while preserving 
important privileges.   

4. Make a plan to gather all available 
information and conduct an internal 
review. By trying to determine what 
information the investigators may be 
most interested in, better decisions 
can be made about how, when, and 
to what extent to cooperate with 
investigators. 

Conclusion 

This is certainly not an exhaustive 
list, and due to the ever-changing 
nature of liability against organizations, 
there is not a one-size-fits-all response 
strategy. Organizations will greatly 
benefit, however, by addressing these 
important foundational pieces of 
the puzzle. 

One of the most critical steps is to 
secure counsel that is familiar with 
the type of investigation underway – 
both for the organization and for any 
witnesses that may testify. Adequate 
witness preparation is crucial, which 
includes ensuring witnesses understand 
the truthfulness requirements 
associated with participating in 
interviews or testifying in front of a 
grand jury. 

By taking these steps, it is more 
likely that the organization can quickly 
and effectively move from crisis-
mode to resolution. n 
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Regulatory enforcement is on the rise, 
including an increase in government 
investigations of organizations. In the 
last year, the Department of Justice 
pledged additional oversight in a 
variety of areas, focusing on cyber-
security-related fraud by government 
contractors, illegal cryptocurrency 
use, and healthcare fraud and abuse, 
just to name a few. In Pennsylvania, 
there has also been a noticeable 
uptick in investigations, particularly 
by the Pennsylvania Office of Attorney 
General, a trend that shows no sign of 
slowing down. 

Identifying Organizational Risks  

This landscape of intensified 
regulatory and prosecutorial scrutiny 
presents risks to organizations, 
especially those already subject to 
increased oversight or within industries 
subject to fraud and abuse.  

Identifying and evaluating risk is 
an important first step for any 
organization. Procedures for internal 
oversight of high-risk processes can 
be tailored so that the organization 
can minimize risk and, in some 
instances, identify and address 
problems before government 
investigators get involved. Forward 
thinking risk assessment and mitigation 
can sometimes be costly and time 
consuming, but greatly benefit the 
organization in the end.  

It is more often the case that 
organizations learn of an active 
investigation only after the government 
has initiated the probe. Awareness of 
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