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On January 1, 2008, new rules known as the Red Flag
Regulations and Guidelines were issued under the Fair
and Accurate Credit Transactions Act of 2003 (“the
FACTAct”).  Compliance with the new Red Flag rules
is mandatory by November 1, 2008.  The new Red Flag
rules require all financial institutions and creditors
who maintain “covered accounts” (as defined in the
rules and as explained below) to develop and
implement a written Identity Theft Prevention
Program to detect, prevent and mitigate identity theft
for certain kinds of accounts.  

The six implementing federal agencies – Office of the
Comptroller of the Currency, Board of Governors of
the Federal Reserve System, Federal Deposit
Insurance Corporation, Treasury Office of Thrift
Supervision, National Credit Union Association and
Federal Trade Commission – each have issued
guidelines to help financial institutions formulate and
maintain a program that will satisfy the new rules.

The rules apply to all financial institutions and
creditors that offer or maintain “covered accounts.”

Financial institutions include entities engaging in
banking, insurance, loan brokering and similar
“financial activities.”  Further, whenever a financial
institution engages a service provider to perform any
activity in connection with a covered account, the
financial institution is obligated to take steps to ensure
that the service provider also is acting according to

policies and procedures to detect, prevent and mitigate
identity theft.

Creditors include anyone “who arranges for the extension,
renewal or continuation of credit,” including some third-
party debt collectors.

So what accounts are “covered accounts”?  The largest group
of “covered accounts” includes those offered by a financial
institution primarily for personal, family or household
purposes that involve or are designed to permit multiple
payments or transactions.  This automatically includes
checking and savings accounts, credit card accounts, car
loans, cell phone accounts, any utility account and mortgage
loans.

In addition, the Red Flag rules apply to “any other account
that the financial institution or creditor offers or maintains
for which there is a reasonably foreseeable risk to customers
or to the safety and soundness of the financial institution or
creditor from identity theft.”  The word “risk” encompasses
financial, operational, compliance, reputation or litigation
risks.

The companies covered by the Red Flag Rules must
periodically determine whether they maintain or offer a
“covered account” by conducting a risk assessment that
takes into consideration the methods it provides to open its
accounts, the methods it provides to access its accounts and
its previous experiences with identity theft.  If, for example,
a company permits accounts to be opened or accessed
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NOTICE: On October 22, 2008, the Federal Trade Commission announced that it will suspend enforcement of the new
“Red Flag Rules” until May 1, 2009 to give creditors and financial institutions additional time to develop and implement
written identity theft programs.  The FTC attributed the delay to the fact that some industries and entities within the FTC’s
jurisdiction were uncertain whether they were covered by the Rules.  This six-month delay does not affect other federal
agencies’enforcement of the original November 1, 2008 deadline for institutions within their oversight to comply with the
deadline.



remotely through the Internet or over the telephone, and that
activity has led to past identity theft, the company should
determine if a reasonably foreseeable risk of identity theft
may exist in connection with those accounts, and then
address the risks associated with those accounts.

So what are the basic elements of an identity theft protection
program?  Under the Red Flag Rules, a company must:  

(1) Identify the Red Flags for covered accounts
maintained by the company and incorporate those Red
Flags into its program;

(2) Detect the Red Flags that have been incorporated
into its program;

(3) Respond appropriately when Red Flags are detected
so as to prevent and mitigate identity theft; and

(4) Ensure the program is updated periodically, to
reflect current changes in risks to customers or to the
safety and soundness of the financial institution or
creditor from identity theft.

Although their name suggests otherwise, the Red Flag Rules
do not require a company to include specific red flags.
Because the regulations cover a wide variety of financial
institutions and creditors that offer many different products
and services (thus requiring flexibility to adapt to changing
risks), the regulations do not require financial institutions or
creditors to follow or include specific Red Flags.  Instead, a
company’s red flags should be tailored to the company’s size,
complexity and the nature of its operations.   An appendix to
the regulations includes 26 suggested Red Flags that are
indicators of possible identity theft, which financial
institutions can consult for guidance.  Ultimately, it is left to a

company’s discretion which ones to adopt, but a company
would be best served by adopting the ones most relevant to
its business and those which make the most sense in the
context of its business.  Some are more obvious than others,
such as fraud alerts or credit freezes.  Other red flags include
obviously forged or altered documents.  

While the establishment of an identity theft program may
seem like a daunting task, traditional financial institutions
are likely ahead of the curve:  any company subject to Know
Your Customer or Customer Identification Program (CIP)
rules under the USAPatriot Act should already have in place
a comprehensive program for detecting Red Flags.  These
companies still however may want to integrate their CIP
policies and procedures into their Red Flags program.  A
word of caution:  such companies must also evaluate whether
their policies and procedures under the CIPrules are
adequate to address the risks of identity theft and supplement
them as needed.

Once a company has identified its red flags and established a
program, then what?  The regulations require a company to
take certain steps to administer the program.  Namely, a
company must: (1) obtain approval of the initial written
program by the board of directors or a committee of the
board; (2) ensure oversight of the development,
implementation and administration of the program; 
(3) train staff; and (4) oversee service provider
arrangements.

While the board of directors must approve a financial
institution’s initial program, the Red Flag Rules allow
oversight, development, implementation, and administration
of the program to be delegated to an appropriate committee
of the board or a designated member of senior management.
That designee can update the program at his or her
discretion.u
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