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Article of Note

Practical Digital Security Tips for Young Lawyers
By Jonathan B. Skowron

Having been raised in the age of the Internet, 
we millennials often take our comfort with new 
technology for granted. Indeed, for most of us, 
it is difficult to even remember a “time before 
computers.” That said, while almost everyone 

knows not to use “1234” as a password, there are a few 
less intuitive aspects of digital security in the legal context 
that a young lawyer (and all lawyers) should consider and 
take to heart.

Digital Security Is Your Ethical Duty

First and foremost, attorneys have an ethical duty to 
practice in a digitally secure fashion. ABA Model Rule 1.1 
states that “[a] lawyer shall provide competent represen-
tation to a client,” and in 2012, Comment 8 to that rule 
was amended to say that a lawyer must keep abreast of 
changes in “the benefits and risks associated with relevant 
technology.” Thus, digital security is not only a good busi-
ness practice; it is our obligation as officers of the court.

Unencrypted Email Is Usually OK, but Not Always

Most of us grew up with email, so using it to practice law 
is all but second nature. However, many of the communi-

cations we send as attorneys contain confidential and/or 
proprietary information, and most email programs do not 
encrypt communications by default. (If you are not aware, 
“encryption” very generally means that the email program 
will encode a message so that it can only be decoded and 
read by the recipient.) While that is perfectly acceptable 
for communicating with friends and family, are lawyers 
permitted to use unencrypted email in their practice?

The answer is, of course, “it depends.” ABA Model Rule 
1.6(c) states that “[a] lawyer shall make reasonable efforts 
to prevent the inadvertent or unauthorized disclosure 
of, or unauthorized access to, information relating to the 
representation of a client” (emphasis added). In Formal 
Opinion 477 (May 11, 2017), the ABA stated that “the use 
of unencrypted routine email generally remains an accept-
able method of lawyer-client communication.” That said, 
the opinion also noted that technology and threats are 
always changing, and that lawyers must “on a case-by-case 
basis, constantly analyze how they communicate electron-
ically about client matters.” As encryption tools become 
more accessible—and perhaps standard on many email 
platforms—an attorney’s duties in this area may change. 
For now, however, a lawyer can generally use unencrypted 
email for routine correspondence, but should seek to 
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encrypt any emails that contain particularly sensitive data 
or information, subject of course to any specific ethical 
rules that apply in their own particular jurisdiction.

Know Where Your Files Are—Literally

We all routinely backup our iPhones to iCloud (or the 
Android equivalent), share photos via social media, 
compute on cloud-based computers like Chromebooks, 
etc. But have you ever wondered where the information 
you are uploading to the cloud actually is? Atmospheric 
language aside, it’s not floating up in the ether; it is, 
instead, in a very down-to-earth (and likely dark) server 
room in some very real city, in some very real U.S. state or 
foreign country. Again, that’s fine for our personal photos 
and music collections, but it may not be acceptable for 
sensitive client data. For example, certain jurisdictions 
(especially foreign jurisdictions) have consumer protection 
and data privacy laws that could complicate your storage 
and use of that data, such as the European Union’s General 
Data Protection Regulation. As lawyers, we have an ethical 
duty to safeguard client data, and so we must be aware of 
where and how that data is stored, and any jurisdictional 
regulations that apply to that storage.

Know How Your Files Are Secured 
and Under What Terms

Even if your practice utilizes cloud-based storage with 
a reputable company in the United States, you will want 
to make sure that you know precisely how that company 
protects those files. For example, many companies will 
offer free cloud-computing services, which can be very 
tempting to a new lawyer on a budget; however, the free 
versions of such programs often do not include encryption 
or other heightened security measures. Further, if you use 
a third-party cloud-storage company, read the fine print 
carefully: make sure that they do not assert some sort of 
propriety interest in anything you store on their systems, or 
otherwise exert control over your client’s data.

Finally, you should also consider making periodic back-
ups of any information you store in the cloud (and, frankly, 
on your own local systems as well). As was mentioned ear-
lier, cloud-based systems still have very real server rooms 
that can malfunction, fail, or be damaged. The last thing 
you want to do is tell your client that you missed a deadline 
or lost their data because some basement server room in 
Florida (or wherever else) flooded over the weekend.

Securely Destroy or Redact Unneeded 
Data and Information

The delete key does not delete data. If you did not already 
know that, you know it now. If you have a thumb drive, 
outdated laptop, or old hard drive with client data on it, 
you cannot simply highlight the files, delete them, and then 
empty the recycling bin. The “delete” key does not erase 
data so much as tell the computer that the relevant section 
of data can be overwritten at a later time; but, until it is 
overwritten, the information is still very much there to any-
one with the time or resources to access it. Most computers 
offer a secure wiping function (e.g., they will allow you to 
overwrite the deleted data with other, nonsense data), and 
if yours does not, various vendors offer similar services. 
You should always be sure to securely, and permanently, 
delete any data before selling, disposing of, or transferring 
electronic storage media to a third party.

On a related note, be very careful with redactions, a task 
that often falls to junior attorneys or paralegals. Be aware 
that simply highlighting the text black in a PDF or Word 
document does not actually erase the underlying text and 
metadata, which can still easily be recovered. (A quick 
Google search will reveal just how often attorneys make 
this unfortunate mistake.) If you use a redaction tool in a 
software program, be absolutely sure you understand how 
it works. I have often found that, with particularly sensitive 
data, it is best to redact the document in electronic form, 
then re-print the document, and re-scan it in as a new 
PDF—thereby absolutely ensuring that no metadata 
sneaks through.

Low-Tech and Low-Cost Digital Security Tips

There are several other very simple digital security tips that 
you can implement today with little to no effort or added 
costs. First, create a default custom header or footer in 
your documents (and emails) that says “privileged and con-
fidential” so that everything you create has this notation on 
it. While this will not by itself ensure that the document or 
email will not be intercepted, some courts have held that 
the mere inclusion of such wording can constitute part of a 
“reasonable effort” to safeguard data and communications. 
See, e.g., Veteran Med. Prods. v. Bionix Dev. Corp., Case 
No. 1:05-cv-655, 2008 U.S. Dist. LEXIS 19468 (W.D. 
Mich. 2008).

Second, always send encrypted or password-protected 
files or media separately from any password that unlocks 
them so that, if someone does intercept the files, they 
cannot access them.
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Third, lock your computer when you are away from your 
desk. If you have a Windows machine, this is as easy as 
hitting “WINDOWS + L,” and ensures that no one can use 
your computer or see your client data when you are away 
from your desk.

Fourth, be careful with public, unsecured Wi-Fi 
networks, and use them only when absolutely necessary. 
If you must use such networks on a regular basis, look 
into using a virtual private network (VPN) to protect your 
information. (There are many companies that provide such 
services and software.)

Fifth, if you have too many passwords to remember, and 
so have to write them down, do so in code. For example, 
if your password is “spoT2015,” do not write that down, 
but write, “Name of my dog, last letter capital, year I 
graduated.” Someone who finds that note will have a much 

harder time decoding your password, but you will still be 
able to easily recall it.

Finally, and most obviously, remember that you do 
not always have to use email or the Internet. If there is a 
particularly sensitive issue you must discuss, pick up the 
phone, and call the other party—or better yet, go speak to 
them in person. After all, the easiest way to avoid having to 
produce the awkward email in the future is to never create 
it in the first place.
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